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Document Updates for Version 15.4

Section Notes

2.2 Password requirements change
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1. Executive Summary

The purpose of this document is to provide basic technical information and hints for
troubleshooting the implementation of the Pennsylvania National Electronic Disease
Surveillance System (PA-NEDSS).
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2. Security

PA-NEDSS is a highly secure web application that employs multiple layers of industry best
practices for security. In order to achieve this high security level, the PA-NEDSS team
regularly reviews current trends in Internet threats and employs processes and technology
to counter these threats. Such security practices include enforcing strong passwords,
periodic password changes, secure data transmission, and industry standard user
authentication methods. Additionally, the Commonwealth uses intrusion detection and
prevention systems, multi-level firewalls, and user security training.

2.1. Secure Sign-In: SSL and PA-NEDSS Security

Secure Sockets Layer (SSL) is a communications protocol for transmitting private
information over the Internet between the client and the server. SSL works by using two
keys to encrypt data that is transmitted over the connection. Internet Explorer supports SSL
and displays a Lock icon ) located to the right of the Address bar when the web page is
protected by an SSL connection. Uniform Resource Locators (URLs) that require an SSL
connection start with Hypertext Transfer Protocol Secure (https) instead of Hypertext
Transfer Protocol (http).

https. fwww.nedsstraining.state.pa.us/nedss/default.aspx ﬁ} v a O

Qo

Figure 2.1-1 Secured Web Page

All of the information exchanged with PA-NEDSS (including the user name and password
during the logon process) is encrypted before being sent over the Internet. No one can read
or access the data that is being transmitted.

After the user signs in, PA-NEDSS keeps track of who the user is by using a computer-
generated key rather than the PA-NEDSS user name. This key, a Globally Unique Identifier
(GUID), changes each time the user visits PA-NEDSS, which makes it very difficult for
anyone else to pose as the user.

2.2. Passwords and User Names

Passwords expire every 60 days. The system notifies the user at each logon of an
impending password expiration beginning 25 days prior to the expiration date. At 60 days,
the user will be redirected to the Password Change screen where the user must change the
password before access to PA-NEDSS is granted. When changing the password, users are
encouraged to also change the password hint.

If the user has forgotten his/her password, he/she can access the hint which is located by
clicking the “Forgot your password?” link on the PA-NEDSS Home Page. The hint will be
delivered to the e-mail address on file. The actual password will not be sent via e-mail. After
reviewing the hint, if the user still cannot recall his/her password, contact the PA-NEDSS
Help Desk by calling 717-783-9171 to have the password reset.

Passwords must be at least twelve (12) characters long, contain at least one number (0-9),
and at least one uppercase and one lowercase letter (A-Z, a-z), and no spaces. It cannot
contain the User Name, the user’s first or last name, or match any of the previous six
passwords. It should be difficult for others to guess! The password is also case sensitive.
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PA-NEDSS accounts are locked after three failed logon attempts. Locked accounts are
unlocked automatically after twelve hours. Alternatively, users may call the PA-NEDSS Help
Desk for assistance with unlocking the account.

2.3. Security Question and Answer

Each PA-NEDSS user must answer a security question in order to use the application. The
security question and answer will assist the help desk in positively identifying users who
request password resets, other user account specific information or any patient specific
information. Once the security question and answer have been set, they can be edited at
any time via the Update User Profile link on the Administration screen or the Edit User link
in the upper right corner of any PA-NEDSS screen.

2.4, Browser Security Setting Requirements

In order to access PA-NEDSS, users may need to change the browser’s (Internet Explorer)
security settings to make sure they are at the appropriate level. See Section 3.2,
Recommended Browser Settings to verify and/or change your browser settings.

2.5. About Cookies

The cookies used by PA-NEDSS are not persistent. In other words, files are not stored on
the user’s computer. Cookies exist in the memory of the Web browser and as soon as the
browser is closed, PA-NEDSS cookies are discarded. Moreover, the information stored in the
cookie is not confidential; it is merely a unique number that allows the Web server to keep
track of the current session, which ensures that accurate data is received.
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3. System Requirements

3.1. Recommended System Requirements

The following list of system requirements is recommended, but not required, in order to
access PA-NEDSS:

Internet Connection
e T1 or greater broadband Internet connection

Computer Hardware
e 4 GB of Ram
e 500 MB of hard drive space
e For optimal viewing one of two settings should be used:
o 1366x768 resolution at 100% browser zoom only (this resolution is typical for
many laptops); or,

o 1920x1080 resolution at 100-150% browser zoom (zooming capability at this
resolution has been restored)

Computer Software
e Microsoft Windows 7
e Microsoft Internet Explorer 10.0 or 11.0
e Support for session cookies (non-persistent)
e Support for JavaScript

3.2. Recommended Browser Settings

The following browser settings should also be set on each machine used to access PA-
NEDSS. Please keep in mind that there are additional browser settings that may need to be
set depending on any additional software that may be running on the machine. To view all
the pages of the PA-NEDSS application, browsers must support JavaScript. If the following
browser settings are set correctly and you are encountering problems with PA-NEDSS,
please contact the PA-NEDSS Help Desk at 717-783-9171 for assistance.

3.2.1. The Security Tab
Step ‘ Action
L. foh
To verify and/or change settings, select the Tools ~ icon then

select Internet Options from the drop down menu (See Figure 2.1-1
above). Select the Security tab.

Click the Trusted Sites v icon (Figure 3.2.1-1) to display the
Trusted Site section.

Click the Sites button to display the Trusted Sites pop-up window
(Figure 3.2.1-2) and type https://www.nedss.state.pa.us in the Add
this website to the zone box as a Trusted Site, click Add. The
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web site address will now be displayed in the Websites window.
Click Close to re-display the Internet Options window.

Note: PA-ELR on-boarding users should also add
https://www.nedsstest.state.pa.us as a Trusted Site.

[l Intemet Options (% =]

| Genera | Security | ’rivacyl Content | Connections | Programs | Advanced|

Select a zone to view or change-security setfing

@ &« V|0

Internet Local intrane]  Trusted sites | Restricted sites

Trusted sites
This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Custom
Custom settings.
- To change the settings, click Customn level.
- To use the recommended settings, click Default level.

[ ] Enable Protected Moge (requires restarting Internet Explorer)

[ Custom level... Default level ]

l Reset all zones to default level l

-:(}- Some seftings are managed by your system administrator.

[ ok J[[ cancel || appy

Figure 3.2.1-1: Internet Options
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Trusted sites

Add this website to the zone:

s |

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

www.nedss.state.pa.us |

Websites:

https:/ fwaww.cdwg.com

https:/fwawaw. myworkplace.state.pa.us

https:/fwwaw.nedss.state.pa.us I

https:/fwrsnw.workingsmart.state.pa.us

-

Add

Remove

Require server verification (https:) for all sites in this zone

Figure 3.2.1-2: Trusted Sites

Step Action

3. Next, verify that the security level for the Trusted Sites zone is
set to low. Click the Custom Level button (Figure 3.2.1-1) to
display the Security Settings — Trusted Sites Zone pop-up
window (Figure 3.2.1-3). At the Reset Custom Settings
section, if not set to Low, select Low from the Reset to drop-
down menu (Figure 3.2.1-3) and click the Reset button.

Security Settings - Trusted Sites Zone @ Il
Settings [l
% .NET Framework -
£ Loose XAML |§|
() Disable =
f@ Enable
() Prompt
¥ XAML browser applications
(7) Disable
@) Enable
() Prompt
% XPS documents
() Disable N
(@) Enable
() Prompt
& .NET Framework-reliant components
%k Permissions for components with manifests
(C) Disable
(@) High Safety -
< I | &
*Takes effect after you restart Internet Explorer
Reset custom settings
Reset to: [Lcuw (default) v] l Reset... I
l oK I [ Cancel ]
Figure 3.2.1-3: Security Settings
pennsylvania
DEPARTMENT OF HEALTH

Version 15.4 — 19 June 2018



Technical Bulletin Page 11 of 32

Step Action

4, At the Security Settings — Trusted Sites Zone window (Figure
3.2.1-3), set the following key security settings related to scripting.

Scroll down to the Scripting section and set the following:
Active scripting set as Enable.
Allow Programmatic clipboard access set as Prompt.
Scripting of Java applets set as Enable.

Scroll down to the Miscellaneous section and set the
following:

Display mixed content set as Disable.

Click Ok to close the window (Figure 3.2.1-3) and return to the
Internet Options window.

Click Ok to close the Internet Options window (Figure 3.2.1-1) and
return to the Internet Explorer window.

Note: This will change the settings for all Trusted Sites.

Security Settings - Trusted Sites Zone @

Settings

() Promnt P
g, Scripting
£ Active scripting
(") Disable
(@) Enable
() Prompt
£ Allow Programmatic clipboard access
(") Disable
() Enable
(@) Prompt
=4 Allow status bar updates via script
(") Disable
(@) Enable
| Allow websites to prompt for information using scripted winc
() Disable |
(@) Enable
=| Enable XSS filter 57
< | 11 | P

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to: ’Low (default) v] [ Reset... ]

[ o ][ conca |
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Security Settings - Trusted Sites Zone

Settings

(@) Enable o
=] .0_\Ilow websites to prompt for information using scripted winc

=1 IEjahIe KSS filter
() Disable
Q) Cozkl

= Scripting of Java applets
(") Disable

() Prompt
4 TUser Authenfication
82, Logon
() Anonymous logon
) Automatic logon only in Intranet zone
) Automatic logon with current user name and password
) Prompt for user name and password
< i 2

—

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to: [Low[default) '] ’ Reset... ]

[ o ][ conce

Internet Options

.

2 | =2

Security Settings - Trusted Sites Zone |

Settings

Disable -
(") Enable

|| Allow script-initiated windows without size or position constr
Disable

_ Enable

|| Allow webpages to use restricted protocols for active conten
") Disable

) Enable

@) Prompt
| Allow websites to open windows without address or status bi

Disable

|| Display mixed content
(@) Disable
Enable
Prompt
|| Don't prompt for client certificate selection when only one ce ~
4 (L} L

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to: ’Low[default) VI ’ Reset... ]

&

’ OK ] ’ Cancel

)

Figure 3.2.1-4: Security Settings
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3.2.2. The Advanced Tab

Step Action

1. SO

To verify and/or change settings, select the Tools =~ icon > select
Internet Options from the drop down menu (See Figure 2.1-1 above)
and click the Advanced tab.

2. Scroll down to the HTTP 1.1 settings section and place a checkmark 13
next to the following (Figure 3.2.2-1):

Use HTTP 1.1

Internet Options @ H

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Settings
@ Always -
() Hover
() Mever
Use inline AutoComplete in the Internet Explorer Address
[] use inline AutoComplete in Windows Explorer and Run Di: | |
[] use most recent order when switching tabs with Cirl+Tab
Use Passive FTP (for firewall and DSL modem compatibilif _ I

[#] Use smooth scrolling
| ] HTTP 1.1 settings

Use HTTP 1.1

Use HTTP 1.1 through proxy connections |
=T International®
[] Always show encoded addresses
Send IDM server names
["] send DN server names for Intranet addresses -

' T | r

*Takes effect after you restart Internet Explorer

[ Restore advanced settings l

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

[ oK ] ’ Cancel Apply

Figure 3.2.2-1: HTTP Section
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Step Action

3.

(Figure 3.3.2-2):
e There should be no ¢

Click Ok to close the Internet O

Next, scroll down to the Security section and verify the following

not save encrypted pages to disk
e Place a checkmark M next to Use SSL 3.0

to the Internet Explorer window.

heckmark " next to Do

ptions window and return

Internet Options

[® =

| General | Security | Privacy | Content | Connections Programs| Advanced L

Settings

Check for publisher's certificate revocation
Check for server certificate revocation™
Check for signatures on downloaded programs

Do not save encrypted pages to disk

Enable DOM Storage

Enable Integrated Windows Authentication™
Enable memory protection to help mitigate onli
Enable native XMLHTTP support

[] Enable SmartScreen Filter

[JuseTLS 1.1
[JuseTLS 1.2

4 | 1 |

| Empty Temporary Internet Files folder when browser is cl I

ne attacks®

11

1

*Takes effect after you restart Internet Explorer

[ Restore adva

nced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

0K Cancel

Apply

Figure 3.2.2-2: Security Section
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3.2.3. The Connections Tab

The following browser setting may not need to be set on each machine used to access PA-
NEDSS.

Step Action

1. Sob
To verify and/or change settings, select the Tools = icon > select
Internet Options from the drop down menu (See Figure 2.1-1 above)

and click the Connections tab.
2. Select the LAN settings button

Internet Options @ -

ﬁ
| General | Security | Privacy | Conterh Connections Iiograms | Advanced| i
To set up an Internet connection, click

Setup.

Dial-up and Virtual Private Network settings

Add...

]|

Remove...

Choose Settings if you need to configure a proxy Settings L
server for a connection.

Local Area Metwork (LAN) settings

LAN Settings do not apply to dial-up

connections. Choose Settings above for dial-up
settings.

OK I ’ Cancel Apply

3.2.3-1: Connections Tab
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Step Action

Under the Proxy Server section, if not already selected, select the box

for Use a proxy server for your LAN. Then select the Advanced
button.

Local Area Network (LAN) Settings @

Automatic configuration

Automatic configuration may override manual settings. To ensure
the use of manual settings, disable automatic configuration.

[] Automatically detect settings
Use automatic configuration script

Address  http://0365proxy.pa.gov/

I—' Proxy server I—
[~

|
a proxy server for your LAN (These settings will not apply to
[ I-up or VPN connections).

Address: Port: 80

Bypass proxy server for local addresses .

3.2.3-2: Select Advanced Tab

Step Action

4, Enter state.pa.us under Exceptions and select the OK button.
Proxy Settings @
Servers
B Type Proxy address to use Port
E
HTTP:
Secure:
FTP:
Socks:
["] Use the same proxy server for all protocols
| = Do not use proxy server for addresses beginning with:
W E
:
Use semicolons ( ; ) to separate entries.
| ’ oK ] i[l Cancel
3.2.3-3: Exceptions List
pennsylvania
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3.2.4. Clearing Internet Explorer Cache

If you need to clear your Internet Explorer cache, please follow these steps:
Before performing these steps, log out of any websites and close any open browsers.

Step Action

Select the Tools =t icon > select Internet Options from the drop
down menu (See Figure 2.1-1 above)

b @\ @ hitps.//www.nedss.state.pa.us/NEDSS/Default.aspx

(& PA-NEDSS: Welcome to PA... %
File Edit View Favorites Help
el

G - ~ = dh - P CtrlShift+Del
Ctrle Shiftp
Co
El
pennSylvania el nic Disease Surveilance System,
DEPARTMENT OF HEALTH
Add site to Start menu
L
u View downloads Ctrl+)
C Pop-up Blocker b
P: »
[ lvour password?
Compatibility View
Compatibility View settings
Subscribe to this feed...
Feed discovery
Windows Update
F12 developer tools
Fiddler
GneMote Linked Notes
Send to OneNote
| Intemet options

3.2.4-1 Tools Drop Down Menu

Step Action

2. Select the Settings button under Browsing History.
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Internet Options

General |Securit\-I I Privacy I Content I Connections I Programs I Advanced|
Home page

{ To create home page tabs, type each address on its own line.
&
. ttp://dhhbgintranetl/

-

[ Use current ][ Use default ][ Use new tab
Startup

() Start with tabs from the last session
@) Start with home page
Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
farm information.

|| Delete browsing history on exit

]
Appearance
Colors ][ Languages ][ Fonts ][ Accessibility ]

Apply

3.2.4-2 Settings button under Browsing History

Page 18 of 32

Click on the View Files button

Website Data Settings

Temporary Internet Files | Histary | Caches and databases |

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:
(7 Every time I visit the webpage

| Every time I start Internet Explorer

Disk space to use (3-1024MB)
(Recommended: 50-250MEB)

pennsylvania
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Current location:
ata'Local\Microsoft\Windows Temporary
nternet Files
[ Move folder... ][ iew objects ]i View files ]
[ OK ][ Cancel
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Step Action

4, A Windows Explorer window will open with any and all temporary files
such as cookies, scripts, and images that your Internet Explorer
browser has accumulated up to that point. The address bar at the top
will look something like this:

v AppData » Local » Microsoft » Windows » Temporary Internet Files

3.2.4-4 Windows Explorer Window

Step Action

5. Select all items or press Ctrl+A and delete them all.

pennsylvania
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3.2.5. Compatibility View

The PA-NEDSS website must be listed as an allowed site in your Compatibility
View Settings to render pages correctly.

Step Action

From Internet Explorer, select the Tools & icon

.
() @ https://www.nedsstraining.state.pa.us/nedss/default.aspx p - a O

Figure 3.2.5-1: Internet Explorer Tools Icon

Action
2. From the Tools drop down menu select Compatibility View
settings.
D - @0 v &
Print 4
File 3
Zoom (100%) 4
Safety 3

Add site to Start menu
View downloads Ctrl+)
Manage add-ons
F12 Developer Tools
Go to pinned sites
rc- TR =
~ Compatibility View settings D\’ ﬁ

~

" Report website problems
Internet options

About Internet Explorer

Figure 3.2.5-2: Tools Drop Down Menu
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3. Enter the NEDSS website, www.nedss.state.pa.us, in the Add this
website: section then select Add. The website will be shortened to
state.pa.us.

-

Compatibility View Settings

m You can add and remove websites to be displayed in

m Compatibility View.

Add this website:

www.nedss.state.pa.us

Websites you've added to Compatibility View:

|_ state.pa.us |

[ | pisplay all websites in Compatibility View
Display intranet sites in Compatibility View
[ | pownload updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

(=]

Add

Remove

Close

Figure 3.2.5-3: Compatibility View Settings

pennsylvania
DEPARTMENT OF HEALTH

Version 15.4 — 19 June 2018


http://www.nedss.state.pa.us/

Technical Bulletin Page 22 of 32

3.3. Recommended Pop-Up Settings

The steps outlined below explain how to change the pop-up blocker settings in Internet
Explorer 11. Symptoms that may indicate changes to the settings should be applied are as
follows: a page or screen will not open when using the site, the page may appear to freeze
when a pop-up window should open or Internet Explorer closes when you try to log onto PA-
NEDSS. Due to restrictions enforced on some networks or machines, a user may need to
contact their local desktop support team to obtain further assistance.

Step Action

Select the Tools icon (Figure 2.1-1 above) from Internet Explorer to
display the Tools drop down menu. Select Internet Options.

P - @Gy vs ¥
Print 4
File 4
Zoom (100%) 4
Safety 4

Add site to Start menu

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems

I' Internet options r

“About Internet Explorer

Figure 3.3-1: Tools Drop Down Menu

Step | Action

2. Select the Privacy tab. Then select the Settings button under the
Pop-Up Blocker section (Figure 3.3-2).
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Internet Options @

F

General | Security| Privacy | ;ontentl Connections | Programs | Advanced|

Settings
Select a setting for the Internet zone.
Medium High

- Blocks third-party cookies that do not have a compact
privacy policy

L] - Blocks third-party cookies that save information that can
be used to contact you without your explicit consent
- Blocks first-party cookies that save information that can
be used to contact you without your implicit consent

l Sites ] [ Import I l Advanced ] [ Default

Location

F Mever allow websites to request your

Clear Sites
physical location

Pop-up Blocker |5

[¥]Turn on Fop-up Blocker Settings
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

@ Some settings are managed by your system administrator.

0K ] [ Cancel Apply

-Figure 3.3-2: Select Pop-up blocker

Step Action

3. Type www.nedss.state.pa.us in the Address of website to
allow box. Click Add (Figure 3.3-3).

Type *.state.pa.us in the Address of website to allow box.
Click the Add button (Figure 3.3-3). Both sites will be displayed
in the Allowed sites section.

Deselect (uncheck) Show Notification bar when a pop-up is
blocked. Selected blocking level should be set to Low: Allow
popups from secure sites.

Click the Close button to close the Pop-up Blocker Settings
window and return to the Internet Explorer window.
Note: PA-ELR on-boarding users should also type

https://www.nedsstest.state.pa.us in the Address of website to
allow box and click Add.
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Pop-up Blocker Settings

Exceptions

=1 Pop-ups are currently blocked. You can allow pop-ups from specific
# 'I websites by adding the site to the list below.

Address of website to allow:

Add

Allowed sites:

* coresolutionsinc.com Remove
* pa.gov

*palel Remove all...

* state.pa.us

Notifications and blocking level:
Play a sound when a pop-up is blocked.

Show Notification barwhen a pop-up is blocked.

Blocking level:

[Low: Allow pop-ups from secure sites v]

Learn more about Pop-up Blocker

=

LK = L it I

Figure 3.3-3: Add URL’s as Allowed

|/
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3.4.

Settings to display buttons in NEDSS on Low Resolution

Screens

For optimal viewing one of two settings should be used:

o 1366x768 resolution at 100% browser zoom only (this resolution is

typical for many laptops); or,

o 1920x1080 resolution at 100-150% browser zoom

CHECK YOUR RESOLUTION: If your resolution is 800x600 or 1076x768, please

adjust the settings as described below:

1. Right click anywhere on your desktop. From the menu that
appears, select Screen Resolution. On the pop-up window,
note your screen resolution.

Change the appearance of your display

Display: 1. DELL E2311H ~

Resolution: IFQZU « 1080 (recommended) vm

Connect to a projector (or press the 8% key and tap P)
Make text and other items larger or smaller

What display settings should I choose?

Advanced settings

oK

Figure 3.4-1: Current Screen Resolution
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Internet Explorer Adjustments

Step

Action

In Internet Explorer, select View. From the drop down menu, select
Text Size. Select Smallest as your text size.

(& New Tab - Windows Internet Explorer

) \_J [&] sboutTabs

File Edit [0 Favorites  Tools
i Favorite| Toolbars
— Quick Tabs
EI R
Explorer Bars
Reopen| Go To
View ta| Stop
Refresh
Zoom
Text Size
Encoding
Style

Caret Browsing

Source

Security Report

Full Screen

Intemational Website Address
Webpage Privacy Policy...

=
v|"‘x 2§ Google 2 -]
Help
5 CQ & Remedy | NEDSSProd & NEDSSTFP 2| NEDSS OPS ”
@ b | | - v [ dm v Pagev Safety Took= @+
»
4 Browse with InPrivate
e Browse the web without storing data about your browsing
session
F5
Open an InPrivate Browsing window
»
» Largest -5
» Larger ke with text that you've copied from a webpage.
3 Medium
F Smaller
= r——rrer—
[ ©  Smallest
. [

F11

Search with Google
S
@% Translate with Bing

Learn more about tabs and tab shortcuts, Accelerators, and InPrivate Browsing

Figure 3.4-2: Internet Explorer Text Size

Action

Select the Tools

icon (Figure 3.2.3-1) from Internet Explorer

to display the Tools drop down menu and select Internet

Options.

| @ New Tab - Windows Internet Explorer = =]
()~ [E] sboutTebs <42 ] % | [28 Googe R
File Edit View Favorites Help
i Favorites ) Shar Delete Browsing History... Ctrl+Shift~Del )55 Prod j2] NEDSSTFP 2] NEDSS OPS ”

52|+ | @ Changin... | @& Penn:
e

InPrivate Browsing

Reopen closed tabs ¥
View tabs that you've clos

Learn more about tabs af

Reopen Last Browsing Session
InPrivate Filtering
InPrivate Filtering Settings

Pop-up Blocker
SeartScreen Filter

Manage Add-ons
Compatibility View
Compatibility View Settings
Subscribe to this Feed..
Feed Discovery

Windows Update

Developer Tools
Internet Options I

Ctrl+Shift+P

Diagnose Connection Problems...

Ctrl+Shift+F

F2

| dh ~ Pagew Safetyr Toolsv @+

storing data about your browsing

ing window

text that you've copied from a webpage

Live

—

Figure 3.4-3: Tools Drop Down Menu
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3. Select Fonts.

s ~
Internet Options [llg

General |E‘.ec|.|ri!:|.I I Privacy I Content I Connections: I Programs | .l\dvanced‘

Home page
{ 9 To create home page tabs, type each address on its own line.
- .
- X
[ Use current ] [ Use default ] [ Use blank

Browsing history

v'{fl:' Delete temporary files, history, cockies, saved passwords,
f ~) and web form information.

|| Delete browsing history on exit

Delete... ] [ Settings ]

p Change search defaults.

|| Change how webpages are displayed in

tabs.

Appearance
Colors. Languages I Fonts I Accessibility

o) Cama [ m

o — 2

Figure 3.4-4: Select Fonts

Step Action

4, In the Fonts window, select a small font for both the Webpage font
and the Plain text font (Calibri and Simplified Arabic Fixed seem to
work best) and select OK.

[ Fonts uﬁ

The fonts you select here are displayed on webpages and
documents that do not have a specified text font.

Language script: [Laﬁn based b

Webpage font: Plain text font:

Bradley Hand ITC + | |Ludda Sans Typewriter .

Britannic Bold MinglLill

Broadway M3 Gothic

Browallia Mew M5 Mincha

BrowalliaUPC NSimSUn E

Brush Script MT SimHei

caor o R W simpitied Arabic Fixed e
Latin Latin

How to ignore preset fonts F Ok ] [ Cancel ]

e, S

Figure 3.4-5: Internet Explorer Fonts
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On the Internet Options page, select Accessibility.

Internet Options m
General ‘Secunty I Privacy | Content I Connections I Programs I Advanoed‘
Home page
l/? To create home page tabs, type each address on its own line,
a
. hitp://dhhbgintranetl/| -
[ Use current ] [ Use default ] [ Use blank.
Browsing history
”/I_ Delete temporary files, history, cookies, saved passwards,
v ,-I and web form information.
|| Delete browsing history on exit
Delete... ] [ Settings ]
Search

p Change search defaults.
Tabs

_I_:' Change how webpages are displayed in

tabs.
Appearance
[ Colors. ][ Languages H Fonts ]l Accessibility ]I

Coc ) o] o

L—

Figure 3.4-6: Security Section

6. On the accessibility window, check the boxes next to “Ignore
font styles specified on webpages” and “Ignore font sizes
specified on webpages” and click OK.

' K
Accessibility [
Formatting
[ 1gnere colors spedified on webpages
Ignore font styles specified on webpages
Ignore font sizes spedfied on webpages
Lzer style sheet
[ Format documents using my style sheet
Skyle sheet:
Browse...
o ) [ comee |
e i
Figure 3.4-7: Internet Explorer Accessibility
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When you access NEDSS, you should be able to access all buttons (the
bottoms of some may still be cut off a bit, but you should still be able to read
the content.) Be aware, though, that the look of NEDSS will be a bit different
as you are replacing the font on the page with the one you chose in the font
list. This will apply to ALL websites, but in testing it didn't affect the

readability of any other pages and the font is not drastically smaller than the
default font size.
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4. Frequently Asked Questions

Question: Who determines the access rights for users, or do all users have the same level
of access?

Answer: All hospital, laboratory, and physician users have the same level of access - you
can see data that anyone in your organization has entered in PA-NEDSS. Users are allowed
to view and update data that someone in their licensed organization has created, or where
they have a unique identifier (accession #) and the patient’s last name. A hospital and a
laboratory are considered to be separate organizations even though they are under the
same management chain; Public Health Staff have different access rights determined by
their supervisors.

Question: When do passwords expire and are users prompted to change them?

Answer: Passwords expire in 60 days. At that time, users will be redirected to a screen
where they must change their password before logging on to the site. The system will notify
the user at each log on of an impending password expiration beginning 25 days prior to the
expiration date.

Question: Who terminates user accounts when employees are terminated or no longer
need access to PA-NEDSS?

Answer: You should contact the PA-NEDSS Help Desk at 717-783-9171 and inform them
that an employee has left. The user’s account will be disabled by the Department of Health
Security Officer.

Question: Will my organization’s firewalls interfere with the use of PA-NEDSS?

Answer: Firewalls may or may not pose an issue in using PA-NEDSS. In order to work
successfully, the firewall must be able to pass traffic on TCP port 443 (SSL traffic for secure
Web browsing). This port is typically open, but if you are having trouble accessing PA-
NEDSS, you should check with your firewall administrator or contact your information
technology department.

Question: How does my account become locked?

Answer: Your PA-NEDSS account will become locked after three failed attempts to log on to
PA-NEDSS. Your account will become unlocked automatically after 12 hours or you may call
the PA-NEDSS Help Desk at 771-783-9171 for assistance with unlocking your account.

Question: What is the process to follow if someone believes his or her password was
compromised?

Answer: The user can change his/her password from the Change Password link on the
Administration page or by contacting PA-NEDSS Help Desk at 717-783-9171 who will reset
the password.

Users should also beware of Phishing attacks. Phishing attacks are “spoofed” e-mails sent
to you that appear to come from a legitimate source asking you to provide or confirm
confidential information such as your PA-NEDSS user name and password. If you receive a
suspicious e-mail concerning PA-NEDSS, please call the Help Desk immediately. Do not
respond to any e-mails if you do not know who the sender of the e-mail is. DOH staff will
never send e-mails or call asking for confidential information or account information such as
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your user name or password. If you receive an e-mail which appears to have come from a
DOH staff member requesting this type of information, please treat it as a Phishing attack.
Also, always remember, never to enter your user name or password into any site other than
the PA-NEDSS log in screen at https://www.nedss.state.pa.us. Lastly, be sure not to click
any links contained in e-mails that you believe may be a Phishing attack.
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5. Contact Information

Users can make suggestions or communicate technical problems using a Web form
accessible from the Contact Us link from any PA-NEDSS screen.

The PA-NEDSS Help Desk can be reached by calling 717-783-9171 or by email at ra-
dhNEDSS@pa.gov.

v pennsylvania
DEPARTMENT OF HEALTH Version 15.4 - 19 June 2018


mailto:ra-dhNEDSS@pa.gov
mailto:ra-dhNEDSS@pa.gov

